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CYBERSECURITY RISK 

Cyber Scorecard Yes/Unsure/No

1 I have two-factor authorization set up on my email, banking, and other 
financial accounts. (Examples of two-factor include a code sent to your 
phone or email, or a passcode given during a phonecall.)

2 I understand the dangers of free public WiFi versus secure WiFi.

3 I understand how to tell if my home WiFi is vulnerable.

4 I have set up alerts in my financial accounts to notify me when transactions 
are above my typical spending.

5 I have locked my credit at all 3 bureaus (Equifax, Experian & TransUnion).

6 I use secure passwords that are not shared among my accounts. (Note:  As 
of 2021, Microsoft recommends passwords are at least 8 characters in length 
and are not easily-guessable (password123))

7 I have an antivirus program running on my computers with auto update 
turned on.

8 I have a way to restore my computer in the event of malware/ransomware, 
and it is up to date.

9 My software programs are set for auto update including operating systems, 
Microsoft products, etc.

10 If applicable, my non-Apple cell phone has an anti-virus installed.

11 I understand that hackers will try many tactics to get my information including 
emails with malicious links/files, calling and impersonating a company I know 
and use, texting my cell phone with malicious links.  If I am ever unsure, I call 
the company's listed phone number to verify first.

12 I have a local resource that can assist me with fixing my computer in the 
event of an attack.

13 I have a document shredder that I use for documents that contain my 
personally identifiable information.

Points:    65-55 => LOW RISK Great Job!

Points:    50-40 => MEDIUM RISK Review Checklist Items

Points:    35-0 => HIGH RISK Review Checklist Items

Using the Cyber Scorecard, determine your risk level and review the checklist for the key activities needed to 
be performed to reduce your risk.

For each question, add 5 points for each Yes answer.


